CIA Triad for Future Cybersecurity

Confidentiality:

o Post-quantum cryptography serves
as a defense mechanism for conven-
tional computers against malicious
adversaries armed with quantum
computers

Integrity:

o The protection of a system from
. malware, attacks, and intrusions
Sub-Project 4 SNSIRR \  Availability:

Sub-Project 5 Sub-Project 3 « Data should be accessible when it is
Availability neegrity needed for authorized use, without

ranaeiicy causing unnecessary risk

Introduction

In light of escalating information security threats that pose risks
to national security and societal well-being, the 'Future Network
Security' project is paramount. This initiative aims to bolster Al
network security and post-quantum cryptography while enhancing
national information security and fostering academic research.
Comprising six sub-projects, it holds immense potential for impact
and benefits, ranging from fortifying national information security
to advancing scholarly endeavors. Emphasizing confidentiality, in-
tegrity, and availability, the project offers holistic protection, fos-
tering the sustainable growth of the network security sector and
contributing to the establishment of an intelligent and secure na-
tion.
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Sub-Project 3 (PI: Meng Chang Chen)
Adbversarial Cyber Attack Practice, Theory and Defense
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Sub-Project 5 (PI: Yuh-Jye Lee)
Zero-Trust Federated Learning

Sub-Project 6 (PI: Bo-Yin Yang)
Post-quantum Cryptography
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